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HacTpoiika no4TtoBoro cepeepa Ha 6ase postfix

ABTop: lissyara.
OpwruHan: http://www.lissyara.su/archive/postfix+courier-imap+mysql/

OTa ctaTtbs B apxuee. Postfix oM s 6onblie He NONb3yloCb, HOBbIX He ByaeT. Micnonbayinte
exim :))

MTA postfix - 6bin co3naH kak anbTepHatnea sendmail, Tuna 6onee npoctoii, 6onee WycTpbIi
N 3aWNIWEHHDBINA. TakXe B HEM ObiNl 0TKa3 OT MOHONIMTHOM CTPYKTYpPbI - OH NpeacTasnseT coboi
MHOI0 MENIKUX NPorpamMm 3aHnMarwWwmnxcs pasHbiMu genamu. Otnanyme ot gmail cocTouT B TOM,
4TO STW NPOrpamMMbl HE yMUPALIOT, BbINOMHMB NOPYYEHHOE 3a4aHune, a NPoaoXaloT BUCETb B
namMaTn. 9T0 NO3BONISET SKOHOMUTL PECYPChI Ha 3anyck-ybrneHne nporpamm. Beé 1o, B TOM
ymcne u cTpykTypa postfix getanbHO pacCMOTPEHO Ha ero canTe, a Ha PYCCKOM $3blke 3TO
MO>XHO HaWTn TyT.

4 Ha postfix nepecen nocne sendmail, ¢ KOTOPbIM AOBONBHO OO0 KOMYNancs rnbiTascb
coenaTb Ha HEM BUPTYyanbHble JOMEHbI, @ B UTOre NpocTo NAHyN n BCé. Kpome nogaepxku
BMPTYyanbHbIX 4OMeHOB postfix nopanosan rpamoTHeiM WEB-nHTepdeicom, Takoro y apyrux
MOYTOBMKOB NPOCTO HET (. A Xanb... (NPOCTO B UTOre S-TO NOMb3YKCb exim :)) A BOT 13
MAOXOro y Hero - KpueBas aBTopm3aums nonb3oBaTenen npy oTnpaske NuceM, Kyda
KOHCOUrypaLMOHHbIX ¢0annos, NYCTb U C MOHATbIM U MPOCTbIM CUHTaKCUCOM.

WNtak, Havano obbl4Hoe - 0BHOBNSIEM NOPTLI U noexanu. [ns Havana ctaBum MySQL Hy>XHo
HaMm (YmTaTb Kak Bam) Bepcum, 5 nonbaytock 4.0: /root/>cd /usr/ports/databases/mysql40-server
/usr/ports/databases/mysql40-server/>make && make install && make clean

Mocne yero pobasnsiemM CTPOUKy B /etc/rc.conf n 3anyckaem mysqld.
/usr/ports/databases/mysql40-server/>echo 'mysql_enable="YES™ >> /etc/rc.conf
/usr/ports/databases/mysql40-server/>cd /usr/local/etc/rc.d
/usr/local/etc/rc.d/>./mysql-server.sh start

Starting mysq|.

/usr/local/etc/rc.d/>ps -ax | grep sql

54603 p1 S  0:00.02 /bin/sh /usr/local/bin/mysqld_safe --defaults-

54620 p1 S  0:02.54 /usr/local/libexec/mysqld --defaults-extra-fil

54622 p1 DL+ 0:00.00 grep sql

/usr/local/etc/rc.d/>

Ecnn ons penakTuposaHus coainos bynete nonb30BaTbCsl TaKUMK Xe M3BPALLEHHBIMU
metogamm 4to 1 4 (aTo Npo echo 'mysqgl_enable="YES" >> /etc/rc.conf), To akkypaTHei ¢
yrnoBbIMM CKOBKaMM - eCnn NocTaBUTb OLHY, a He ABe, TO cTpoka byaeT He fonucaHa B dhaiin,
a 3aMeHnT coepXxumoe dpaina (kopode ¢ ogHoM ckobkoli B cpaiine Toka cTpoka npo
Maickyn_eHabnen n octaHeTtcs :)). Jlyywe nonb3ynTech ee.
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Hanbwe cobupaem phpMyAdmin (B 06WeEM-TO OH HE HYXXEH ,HO S UM NONb3YOCb, Oa 1 Npu
yCTaHOBKE OH TawmT ¢ coboin apache, php, n npoyne HeobxoanMbie BewWwMm :))
/usr/local/etc/rc.d/>cd /usr/ports/databases/phpmyadmin
/usr/local/ports/phpmyadmin/>make && make install && make clean

OcTaBnsieM BCe Onuuy No-yMoNHaHWio, y MEHSI NONY4YMIoCh (CAMCOK TOro 4TO s "Bbibpan"):
bzip2 library support

GD library support

OpenSSL support

PDFlib support

ZLIB support

MCrypt library support

Multi-byte character-set string support

3a coboii oH TawuTt apache1.3 n php4. Ons php Boibrpaem:
Enable zend multibyte support

Build static OpenSSL extension

Onsa php4-gd Boibrpaem BCE, KpoMe NOALAEPXKKM SAMOHCKUX WPUAITOB :), T.e.:
Include T1lib support

Enable TrueType string function

B onumsax ans php4-mpstring Boibrpaem:

Enable multibyte regex support

A BOT MOJHbBIV CNINCOK TOrO, 4TO OH 3a coboi noTawwmT(ans sepcum phpMyAdmin-2.6.4.r1):
php4-bz2-4.4.0

php4-zlib-4.4.0

libiconv-1.9.2_1

php4-mbstring-4.4.0

mysql-client-4.0.25

php4-mysql-4.4.0

autoconf-2.59 2

bison-1.75 2,1

gettext-0.14.5

gmake-3.80_2

imake-4.5.0

libltdl-1.5.20

libtool-1.5.20

m4-1.4.3

p5-gettext-1.03

php4-pcre-4.4.0

pkgconfig-0.17.2

t1lib-5.0.1,1

jpeg-6b_3

php4-gd-4.4.0

png-1.2.8_2

php4-4.4.0

help2man-1.35.1
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freetype2-2.1.10_1

pdflib-6.0.2

pecl-pdflib-2.0.4

liomcrypt-2.5.7_1

php4-mcrypt-4.4.0

rc_subr-1.31_1

expat-1.95.8_3

apache-1.3.33_2

fontconfig-2.2.3,1

XFree86-libraries-4.5.0

Penaktupyem /usr/local/etc/apache/httpd.conf. Ocobo Tam Hevero peaakTMpoBaTb, ECNN He
cobrpaeTtecb NogHMMATb NONHOLEHHbIN http-cepsep. Ecnn Tonbko ans cebs, Toraa MeHsem
3TN NYHKTbI:# NHTEepAeiic, Ha KOTOpoM paboTaTb.

#Ecnw Bce nHTepgencsl, 1o - *

BindAddress 192.168.0.254

# nobasnsiem anbsic Ha nanky phpMyAdmin
Alias /phpMyAdmin/ "/usr/local/www/phpMyAdmin/"

<Directory "/usr/local/www/phpMyAdmin">
Options Indexes FollowSymlinks MultiViews
AllowOverride AuthConfig

Order deny,allow

Allow from all

</Directory>

Co3zpnaém chaiin naponeit, n goain ¢ nonb3oBatensmm (4To00bl KTO NONANo He Wapuics no aToMn
nanke) gna anada:/usr/local/etc/rc.d/>cd /usr/local/www/
/usr/local/www/>htpasswd -bc .htpasswd lissyara my_password

Adding password for user lissyara

/usr/local/www/>htpasswd -b .htpasswd vasya_pryanikow vasin_password
Adding password for user vasya_pryanikow

/usr/local/www/>cat .htpasswd

lissyara:xrQpFTJSERWNY

vasya_pryanikow:kVrHSjsKfSDi.

/usr/local/www/>cd phpMyAdmin

/usr/local/www/phpMyAdmin/>cat > .htaccess

AuthName "Admin’s level :)"

AuthType Basic

AuthUserFile /usr/local/www/.htpasswd

Require valid-user

"G
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Bkpartue, o npoaenaHHbIX 4eACTBUSAX - co3aany gpann naponen, 0OHOBPEMEHHO BHeCS Tyaa
nonb3oBaTtens lissyara ¢ naponem my_password, 3atem nobasunm vasya_pryanikow ¢
naponem vasin_password. Cosganu cpaiin .htaccess - Tam nponncanm Heo6xoaANMOCTb
asTopu3auun 1 NyTb Ao doarna ¢ Nnaponsamu.

Lobasnsiem apache_enable="YES" B rc.conf, n 3anyckaem
anava:/usr/local/www/phpMyAdmin/>echo 'apache_enable="YES" >> /etc/rc.conf
/usr/local/www/phpMyAdmin/>../../etc/rc.d/apache.sh start

Starting apache.

[Thu Sep 8 10:07:06 2005] [alert] httpd: Could not determine the server's

fully qualified domain name, using 192.168.0.254 for ServerName
/usr/local/www/phpMyAdmin/>

Y MeHS OH pYrHyncs Ha Xu3Hb - 8 He nponucan DNS :) Hy n npobyem 3aiiTi no ceTn Ha Hero -
http://192.168.0.254/phpMyAdmin/ (3aBepwatowmin cnaw obsizateneH, 6e3 Hero pyrHétcs 4To
HeHamneHo). [Nocne vyero naém naposnb pyTy, Npasum
/usr/local/www/phpMyAdmin/config.inc.php (3aHocuM Tyna naponb root).

Crasum postfix:/usr/local/www/phpMyAdmin/>cd postfix

/usr/ports/mail/postfix/>cd /usr/ports/mail/postfix

/usr/ports/mail/postfix/>make && make install && make clean

Bbibupaem: MySQL map lookups 1 VDA (Virtual Delivery Agent). Ecnu Hano 4To-To ewweé -
BbibMpaiTe, a § He MarucTpanbHblid Marinep nogHuMato :) MNotom byneT cnenyowmin BONpocC:
Added user "postfix".

You need user "postfix" added to group "mail”.

Would you like me to add it [y]?

- rosopum y, cneaytowmin sonpoc: Would you like to activate Postfix in /etc/mail/mailer.conf [n]?
y

- ToXe cornawaemcs. [oTom BbipeHbKO BBEPX NPOCKaKMBAET MHCTPYKLMSA YTO Aenatb
Lanblue, S NePBbIA pa3 NPOWNSANU, U 4ONT0 KOBLIPSACS HAL NPOCTbIMK Bewwami :(

If you have postfix configured in your /etc/mail/mailer.conf (answered yes to

the previous question) and would like to enable postfix to start at boot time,

please set these variables in your /etc/rc.conf file:

sendmail_enable="YES"

sendmail_flags="-bd"
sendmail_pidfile="/var/spool/postfix/pid/master.pid"
sendmail_procname="/usr/local/libexec/postfix/master"
sendmail_outbound_enable="NO"
sendmail_submit_enable="NO"
sendmail_msp_queue_enable="NO"
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This will disable Sendmail completely, and allow you to use /etc/rc.d/sendmail
to start and stop postfix (FreeBSD 5.x and up). For FreeBSD 4.x, it will just
cause the system boot scripts to start sendmail for you.

Alternatively to the above settings, you can enable postfix to start with
the other local services, for example, after your database server starts if
you need it to be running for postfix. To do this, set in your rc.conf file:

sendmail_enable="NO"
sendmail_submit_enable="NO"
sendmail_outbound_enable="NO"
sendmail_msp_queue_enable="NO"

Then make the following symbolic link:

cd /ustr/local/etc/rc.d
In -s /usr/local/sbin/postfix postfix.sh

With either startup configuration, you will want to disable some
Sendmail-specific daily maintenance routines in your /etc/periodic.conf file:

daily_clean_hoststat_enable="NQO"
daily_status_mail_rejects_enable="NO"
daily_status_include_submit_mailg="NO"
daily_submit_queuerun="NO"

Hy, n BbINONHAEM MHCTPYKUMIO ), BEpHEE €€ BTOPYIO 4acTb, rae roBOpuUTCS O TOM, YTO ecnu
Hano 4Tobbl postfix 3anyckancs nocne B, 10 HaKo.... YATaeM MHCTPYKLMIO, KOpOYe :)
CrtasumM postfixadmin./usr/ports/>cd /usr/ports/mail/postfixadmin
/usr/ports/mail/postfixadmin/>make && make install && make clean

Mo okoHYaHuKM onNATb-Taky BbinesdeT MHeTpykuma:1. Create the MySQL Tables
In ${PREFIX}/www/postfixadmin/DATABASE.TXT you can find the table
structure that you need in order to configure Postfix Admin and Postfix

in general to work with Virtual Domains and Users

2. Configure
Check the ${PREFIX}/www/postfixadmin/config.inc.php file. There you
can specify settings that are relevant to your setup.

The default password for the admin part of Postfix Admin is admin/admin.
This is specified in the .htpasswd file in the admin directory. Make sure
that the location of the .htpasswd file matches your path.
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3. Configure Apache

Add a line in your httpd.conf to allow the use of .htaccess file.

<Directory "/usr/local/www/postfixadmin">
Options Indexes

AllowOverride AuthConfig

</Directory>

YTo 1 penaem: /usr/ports/mail/postfixadmin/>cd /usr/local/www/postfixadmin/
/usr/local/www/postfixadmin/>mysql --user=root --password= < DATABASE_MYSQL.TXT

Boobue-To s 66l NopekoMeHaoBan Ans Hayana 4yTb NonpaBuTb 3TOT Coaiifl B TEKCTOBOM
penakTope, - KOHKpeTHO MecTo rae B BJ1 BHOCMTCS nonb3oBateny 1 Naponu - naponu Hano
6bl CMEHUTb... MOXHO 310 caenatb 1 yepe3 phpMyAdmin. B aToM npumepe s HU4ero He
MeHs0. Yero Bam genatb He coBeTylo. [lanee - 3anaponveaem gupektoputo postfixadmin -
4TOObl HUKTO NUWHWIA He wapwuncs. ns aToro UCnonb3yem BCé Texe goaisbl, 4To 1 Ans
phpMyAdmin: cp ../phpMyAdmin/.htaccess .htaccess

/usr/local/www/postfixadmin/>rm admin/.ht*

lNocnenHee coenaHo NOTOMY, YTO S NPeAnoYUTalo 3anaponmeaTtb BECb NHTEPAIENC
postfixadmin, a He Tonbko ero nanky admin. I nob6aBnsiem B KOHGUWr anaya cnegyoume
cTpouku: Alias /postfixadmin/ "/usr/local/www/postfixadmin/"

<Directory "/usr/local/www/postfixadmin">
Options Indexes FollowSymlinks MultiViews
AllowOverride AuthConfig

Order deny,allow

Allow from all

</Directory>

MNMepe3anyckaem apache n npobyem 3anTn no agpecy http:/192.168.0.254/postfixadmin/ Tam
HaMm npegnaratT 3anyCcTuTb setup. ¥ MeHs OH pyrHyncs Ha oTCyTCTBylOWMA Moaynb php n nan
NOLAPOBHYI0 MHCTPYKLUMIO Y4TO caenatb. [ocne BbINOHHEHUS MHCTPYKLUMW HAO0 nepe3anyCcTutb
anad (3Toro B MHCTpykuun HeT). Mocne Bcé paboTtaeT. (Hy, TaMm cTaHAapTHbIE OWNOKKN 13
BEPCUN B BEPCUIO - HAOO NCNPaBnTb KOANPOBKY B dhanne templates/header.tpl Ha
windows-1251 1 Bnenntb B MeHI0 4 WwTykn <br>-0B 4T06 He Hae3xano Apyr a gpyra B cpaine
templates/admin_menu.tpl).

Mo>xxHo koHuryputb postfix. B aupektopuwm /usr/local/etc/postfix cosnaém cnenyowme
doannbi:

/usr/local/etc/postfix/mysql_relay _domains_maps.cfuser = postfix

password = postfix
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hosts = localhost
dbname = postfix
table = domain
select_field = domain
where_field = domain

/usr/local/etc/postfix/mysql_virtual_alias_maps.cfuser = postfix
password = postfix

hosts = localhost

dbname = postfix

table = alias

select_field = goto

where_field = address

/usr/local/etc/postfix/mysql_virtual_domains_maps.cfuser = postfix
password = postfix

hosts = localhost

dbname = postfix

table = domain

select_field = transport

where_field = domain

/usr/local/etc/postfix/mysql_virtual_mailbox_limit_maps.cfuser = postfix
password = postfix

hosts = localhost

dbname = postfix

table = mailbox

select_field = quota

where_field = username

/usr/local/etc/postfix/mysql_virtual_mailbox_maps.cfuser = postfix
password = postfix

hosts = localhost

dbname = postfix

table = mailbox

select_field = maildir

where_field = username

/usr/local/etc/postfix/main.cfqueue_directory = /var/spool/postfix
command_directory = /usr/local/sbin
daemon_directory = /usr/local/libexec/postfix
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mail_owner = postfix

mynetworks_style = subnet

mynetworks = 192.168.8.0/24, 127.0.0.0/8
sendmail_path = /usr/local/sbin/sendmail
newaliases_path = /usr/local/sbin/newaliases
mailq_path = /usr/local/sbin/mailq
setgid_group = maildrop

html_directory = no

manpage_directory = /usr/local/man
sample_directory = /usr/local/etc/postfix
readme_directory = no

myhostname = mail.my_domain.ru
mydomain = my_domain.ru

myorgin = $mydomain

mydestination = localhost

local_transport = virtual
smtpd_recipient_restrictions =
permit_mynetworks,
reject_non_fqgdn_hostname,
reject_non_fqdn_sender,
reject_unauth_destination,
reject_unauth_pipelining,
reject_invalid_hostname,

reject_rbl_client list.dsbl.org,
reject_rbl_client bl.spamcop.net,
reject_rbl_client sbl-xbl.spamhaus.org
content_filter = scan:127.0.0.1:10025
receive_override_options = no_address_mappings

relay_domains = mysql:/usr/local/etc/postfix/mysql_relay_domains_maps.cf
virtual_alias_maps = mysql:/usr/local/etc/postfix/mysql_virtual_alias_maps.cf
virtual_gid_maps = static:125

virtual_mailbox_base = /var/spool/postfix/virtual/

virtual_mailbox_domains = mysql:/usr/local/etc/postfix/mysql_relay_domains_maps.cf
virtual_mailbox_limit = 51200000

virtual_mailbox_maps = mysql:/usr/local/etc/postfix/mysql_virtual_mailbox_maps.cf
virtual_minimum_uid = 125

virtual_transport = virtual

virtual_uid_maps = static:125

# QUOTA

virtual_create_maildirsize = yes

virtual_mailbox_extended = yes

virtual_mailbox_limit_maps =
mysql:/usr/local/etc/postfix/mysql_virtual_mailbox_limit_maps.cf
virtual_mailbox_limit_override = yes

virtual_maildir_limit_message = [loxpeHa no4Tbl ckonunocb B Awuke. Hano ynannts!
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virtual_overquota_bounce = yes

unknown_local_recipient_reject_code = 550

transport_map = mysql:/usr/local/etc/postfix/mysqgl_virtual_domains_maps.cf
message_size_limit = 10240000

smtpd_recipient_limit =5

/usr/local/etc/postfix/master.cf - Tyt penakTupyem He Bce cTpoku# CLAMAV
scan unix - - n - 16 smtp -osmtp_send_xfo
127.0.0.1:10026 inet n - n - 16 smtpd

-0 content_filter=

-0 smtpd_helo_restrictions=

-0 smtpd_client_restrictions=

-0 smtpd_sender_restrictions=

-0 smtpd_recipient_restrictions=permit_mynetworks,reject

-0 mynetworks_style=host

-0 smtpd_autorized_xforward_hosts=127.0.0.0/8

3atem ctasum ClamAV n ClamSMTP:
/usr/local/etc/postfix/>cd /usr/ports/security/clamsmtp
/usr/ports/security/clamsmtp/>make && make install && make clean

YyTb noroas nosiensietcst okowko ClamAV ¢ onumsmm (ClamSMTP ero 3a coboit Tawwur), roe
HWYé He BbIbupaem. 3atem KoHpurypum ClamSMTP:

/usr/local/etc/postfix/clamsmtpd.conf (ero Tam HeT, eCTb TONbKO NCXOLHbIN
clamsmtpd.conf-sample)OutAddress: 10026

Listen: 0.0.0.0:10025

ClamAddress: /var/run/clamav/clamd

Header: X-AV-Checked: ClamAV using ClamSMTP on mail.my_domain.ru

TempDirectory: /tmp/clamav_tmp

Quarantine: on

User: clamav

N ClamAV:

/usr/local/etc/postfix/clamd.confLogFile /var/log/clamd.log
PidFile /var/run/clamav/clamd.pid

DatabaseDirectory /var/db/clamav

LocalSocket /var/run/clamav/clamd

FixStaleSocket

User clamav

ScanPE
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ScanOLE2

ScanMail

ScanHTML
ScanArchive
ScanRAR
ArchiveMaxFiles 5000

Lobasnsiem B /etc/rc.conf cTpoku, co3paém nanku, 3anyckaem aTo X035IMCTBO 1 cpasdy ero
obHoBnsieM:/usr/local/etc/>echo 'clamav_clamd_enable="YES"' >> /etc/rc.conf
/usr/local/etc/>echo 'clamsmtpd_enable="YES" >> /etc/rc.conf
/usr/local/etc/>cd rc.d

/usr/local/etc/rc.d/>mkdir /imp/clamav_tmp

/usr/local/etc/rc.d/>chown clamav /tmp/clamav_tmp

/usr/local/etc/rc.d/>

/usr/local/etc/rc.d/>./clamsmtpd.sh start

Starting clamsmtpd.

/usr/local/etc/rc.d/>./clamav-clamd.sh start

Starting clamav_clamd.

/usr/local/etc/rc.d/>ps -ax | grep clam

87674 ?? Is  0:00.00 /usr/local/sbin/clamsmtpd -f /usr/local/etc/clamsmtpd.conf
87683 ?? Ss  0:00.01 /usr/local/sbin/clamd

87698 p0 S+ 0:00.01 grep clam

/usr/local/etc/rc.d/>mkdir /var/spool/postfix/virtual

/usr/local/etc/rc.d/>chown postfix:mail /var/spool/postfix/virtual
/usr/local/etc/rc.d/>

/usr/local/etc/rc.d/>newaliases

/usr/local/etc/rc.d/>

/usr/local/etc/rc.d/>freshclam

freshclam: Command not found.

/usr/local/etc/rc.d/>rehash

/usr/local/etc/rc.d/>freshclam

ClamAV update process started at Fri Sep 9 17:50:11 2005

main.cvd is up to date (version: 33, sigs: 36102, f-level: 5, builder: tkojm)
Downloading daily.cvd [*]

ERROR: Mirrors are not fully synchronized. Please try again later.

Trying again in 5 secs...

ClamAV update process started at Fri Sep 9 17:50:17 2005

main.cvd is up to date (version: 33, sigs: 36102, f-level: 5, builder: tkojm)
Downloading daily.cvd [*]

daily.cvd updated (version: 1072, sigs: 4080, f-level: 5, builder: sven)
Database updated (40182 signatures) from database.clamav.net (IP: 213.248.60.121)
Clamd successfully notified about the update.

/usr/local/etc/rc.d/>
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Bo kak. MNonan Ha MOMEHT CUHXPOHM3aLMKN camoro 3epkana. Boobuwe Hennoxo nobasuTb
cTpoyKy obHoBneHns ClamAV B crontab - nycTb 06bHoBNsieTcs 3-4 pasa B CyTKM.
[Mepes3arpyxaem MawuvHy, n CMOTPUM, 3anycTtunics nu postfix./usr/home/lissyara/>ps -ax | grep
master

215 ?? Is  0:02.55 /usr/local/libexec/postfix/master

/usr/home/lissyara/>

LONs TeCTUPOBaHUS paboTbl co3aaém aBa fgoMeHa dyepes postfixadmin - my_domain.ru n
mail.my_domain.ru. B gomeHe mail.my_domain.ru co3naém anbsc * - 4ytob Bcs ero noyta
BanMnacb Ha Kakon Hy>XHO SAWKK.

B kayecTBe pop3 v imap AeMOHOB BbICTYNUT courier-imap. Noyemy oH? Hy npocTto
HacTpanBaeTCs OH JIerko,  BO3MOXHOCTEN Bbille Kpbiwu. I HpaBUTCS MHe OH. :)/root/>cd
/usr/ports/mail/courier-imap/

/usr/ports/mail/courier-imap/>make && make install && make clean

Bbibupaem Tonbko ogHy onumio - AUTH_MySQL. Ecnn Bam Hy>XHO 4TO-TO ewweé - ctaBbTe. OH
3a coboii noTawwmt courier-authlib-base n courier-authlib-mysgl. NMocne 4ero HacTpanBaem:
/usr/local/etc/authlib/authmysqlrceMYSQL_SERVER localhost

MYSQL_USERNAME postfix

MYSQL_PASSWORD postfix

MYSQL_PORT 3306

MYSQL_DATABASE postfix

MYSQL_USER_TABLE “mailbox’

MYSQL_CRYPT_PWFIELD “password’

MYSQL_UID_FIELD 125

MYSQL_GID_FIELD 125

MYSQL_LOGIN_FIELD ‘username’

MYSQL_NAME_FIELD ‘name’

MYSQL_HOME_FIELD CONCAT('/var/spool/postfix/virtual/', “maildir’)
MYSQL_MAILDIR_FIELD  CONCAT('/var/spool/postfix/virtual/, “maildir’)
DEFAULT_DOMAIN my_domain.ru

Mocne yero pobasnsieM CTPOYKM B /etc/rc.conf n 3anyckaem aT0 X035MCTBO:
/usr/local/etc/authlib/>cd /usr/local/etc/rc.d

/usr/local/etc/rc.d/>echo 'courier_imap_pop3d_enable="YES" >> /etc/rc.conf
/usr/local/etc/rc.d/>echo 'courier_imap_imapd_enable="YES" >> /etc/rc.conf
/usr/local/etc/rc.d/>echo 'courier_authdaemond_enable="YES" >> /etc/rc.conf
/usr/local/etc/rc.d/>./courier-authdaemond.sh start

Starting courier_authdaemond.

/usr/local/etc/rc.d/>./courier-imap-imapd.sh start

Starting courier_imap_imapd.

/usr/local/etc/rc.d/>./courier-imap-pop3d.sh start

Starting courier_imap_pop3d.
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/usr/local/etc/rc.d/>ps -ax | grep imap

68539 ?? |  0:00.00 /usr/local/sbin/courierlogger -pid=/var/run/imapd.pid
68540 ?? |  0:00.02 /usr/local/libexec/courier-imap/couriertcpd -address=0
68549 ?? S 0:00.00 /usr/local/sbin/courierlogger -pid=/var/run/pop3d.pid
68550 ?? S  0:00.02 /usr/local/libexec/courier-imap/couriertcpd -address=0
68552 p0 S+ 0:00.01 grep imap

/usr/local/etc/rc.d/>sockstat | grep couri

root couriert 68550 3tcp4 *:110 *x

root couriert 68540 3tcpd *:143 o

root courierl 68549 4 dgram syslogd[70]:3

root courierl 68539 4 dgram syslogd[70]:3

root courierl 68523 4 dgram syslogd[70]:3

/usr/local/etc/rc.d/>sockstat | grep auth

root authdaem 68529 5 stream /var/run/authdaemond/socket.tmp

root authdaem 68528 5 stream /var/run/authdaemond/socket.tmp

Hy, BoT 1 BCE. Bcé paboTaeTt n kpyTutcs :)

JaHHasg KoHdUurypaumsa tTectmnacb Ha cneayowen MalnHe:

P-11 233 MHz

64 Mb RAM

8 Gb HDD

Bepcum yctaHoBneHHoro MO (6e3 y4éTa Menodn 4To TSHeTCS CneaoMm):
courier-authlib-base-0.57 Courier authentication library base
courier-authlib-mysql-0.57 MySQL support for the Courier authentication library
courier-imap-4.0.4,1 IMAP (and POP3) server that provides access to Maildir malil
postfix-2.2.5,1 A secure alternative to widely-used Sendmail
postfixadmin-2.1.0_1 PHP frontend to postfix and mySQL

mysql-client-4.0.25 Multithreaded SQL database (client)

mysql-server-4.0.25 Multithreaded SQL database (server)

P.S. obasneHo 2006-01-14 B 16:20

XK3Hb NONHa clopnpu3oB K HeoxunaaHHocTel :))) Ha ctapoi paboTe noHanobunocb

npuaenatb OTAPaBKY MOYTbl CHAPYXM - @ TaM KOHGOUrypaLma poBHO Kak OnucaHHas B ctatbe

- COOTBETCTBEHO CHapyXWu HU4Yé He npeaycMoTpeHo. YTo noTpebosanock - nepecobpathb 1

nepeyctaHoBuTb postfix ¢ onuuamn (npeasapuTenbHO yaanue ctapbii - pkg_delete):[X] SASL2
Cyrus SASLv2 (Simple Authentication and Security Layer)

[X] MySQL MySQL map lookups (choose version with WITH_MYSQL_VER)

[X] VDA VDA (Virtual Delivery Agent)

SASL2 oH cam 3a coboit noTawwmT. Ho, nepen T1em kak yctaHoBuTb SASL2 ero Hano
nponatynTb. MNpuymHa npocta - sasl He ymeeT paboTaTtb C KPMNTOBAHLIMK NaponsiMu, a B 64
OHW XpaHATCS B 3aWMdPOBAHHOM Buae. 3atem 1 natymm - 4106 HayunTb :) [NaTty 6epém
otctopa. CoxpaHsieM ero B /usr/ports/security/cyrus-sasl2/files/ nog nmeHem patch-crypt. Bot
ero coepXxumoe (Ha cnyyai ecnu ToT cepsep byneT
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nexarb):/usr/ports/security/cyrus-sasl2/files/>cat patch-crypt
*** lib/checkpw.c.orig Thu Jan 13 09:44:01 2005

--- lib/checkpw.c Thu Jan 13 09:47:17 2005

*k% 143,149 *kk*k

"*cmusaslsecretPLAIN",

NULL };

struct propval auxprop_values[3];

!

if (Iconn || luserstr)

return SASL_BADPARAM,;

--- 143,153 ----
"*cmusaslsecretPLAIN",

NULL };

struct propval auxprop_values[3];

|
| /* added by lopaka */

I char salt[31];

| char *crypt_passwd = NULL;
|

if (Iconn || luserstr)
return SASL_BADPARAM,;

*kkkkkkhkkkkhkkkkhkkk

* %% 180’191 *kk*k
goto done;

}

/* At the point this has been called, the username has been canonified
* and we've done the auxprop lookup. This should be easy. */
if(auxprop_values[0].name

&& auxprop_values[0].values

&& auxprop_values[0].values[0]

! && Istrcmp(auxprop_values[0].values[0], passwd)) {

/* We have a plaintext version and it matched! */

return SASL_OK;

} else if(auxprop_values[1].name

--- 184,220 ----

goto done;

}

/* 20041008 added by lopaka */
/* encrypt the passwd and then compare it with the encrypted passwd */
if(Istrncmp(auxprop_values[0].values[0],"$1",2))

{

+ + + +
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/* MD5 */

/* obtain salt = first 12 chars */
crypt_set_format("md5");
stricpy(salt,auxprop_values[0].values[0],13);

}

else if(!strncmp(auxprop_values[0].values[0],"$2",2))
{
/* BLF (blowfish) */
/* obtain salt = first 30 chars */
crypt_set_format("blf");
stricpy(salt,auxprop_values[0].values[0],31);

}

else

{
/* DES ¥/
/* obtain salt = first 2 chars */
crypt_set_format("des");
stricpy(salt,auxprop_values[0].values[0],3);

}
crypt_passwd = crypt(passwd,salt);

+ + + + + 4+ + +++++ o+ +

+
/* At the point this has been called, the username has been canonified
* and we've done the auxprop lookup. This should be easy. */
if(auxprop_values[0].name

&& auxprop_values[0].values

&& auxprop_values[0].values[0]

! && Istrcmp(auxprop_values[0].values[0], crypt_passwd)) {

/* We have a plaintext version and it matched! */

return SASL_OK;

} else if(auxprop_values[1].name

lMocne yero nHctannupyewm postfix n genaem pannuk /usr/local/liv/sasl2/smtpd.conf
cnepytwouwero cogepxanusa:log level: 7

pwcheck _method: auxprop

sqgl_engine: mysql

mech_list:  plain login cram-md5 digest-md5

sql_hostnames: localhost

sql_user: postfix

sql_passwd: postfix

sql_database: postfix

sql_select: SELECT password FROM mailbox WHERE username = '%u@ %!’
sql_verbose: true
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(Ha nyHkT log_level oH noyemy-To 3abrBaeT, NpuyYnHy noka He Hawén), nobaesnTb B main.cf

cnenytowue ctpokm:broken_sasl_auth_clients = yes

smtpd_sasl_auth_enable = yes

smtpd_sasl_security_options = noanonymous

W puxtaHyTb cTpoky smtpd_recipient_restrictions = 6bino Tak:smtpd_recipient_restrictions =

permit_mynetworks,
reject_non_fqgdn_hostname,
reject_non_fqdn_sender,
reject_unauth_destination,
reject_unauth_pipelining,
reject_invalid_hostname,
reject_rbl_client list.dsbl.org,
reject_rbl_client bl.spamcop.net,
reject_rbl_client sbl-xbl.spamhaus.org

A ctaHeT Tak:smtpd_recipient_restrictions =
permit_mynetworks,
permit_sasl_authenticated,
reject_non_fqdn_hostname,
reject_non_fqdn_sender,
reject_unauth_destination,
reject_unauth_pipelining,
reject_invalid_hostname,
reject_rbl_client list.dsbl.org,
reject_rbl_client bl.spamcop.net,
reject_rbl_client sbl-xbl.spamhaus.org

lMocne yero genaem komaHgy postfix reload 1 MOXHO NONb30BaTLCS NOYTOM CHAPY XK (He
3abyaTe ykasaTb B MOYTOBOM K/IMEHTE ayTEHTUAMKALMIO HA OTNPABKY - NOrMH-Napo/b Takou

Xe Kak 1 Ha npuéme).
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