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lNocTaHoBKa 3apnayu

Heobxonmmo co3paTtb cMcTeEMy, MO3BONSAIOWYIO NepexBaThiBaTb, XPaHUTb 1 0TobpaxaTb B
ynobHoi doopme ICQ-nepenmncky coTpyaHnKos komnanun. Cyas no gmanoram Ha
COOTBETCTBYHOWMNX (POpyMax, paccMmaTprBaemas 3agadya nepnoanyeck BO3HNKAET, MOITOMY S
onucan oauH N3 cNocoboB ee pelweHns, NPUMEHEHHbIR B Hawel KoMnaHmm.

VicxonHble naHHble

Nmeetcs cepsep ¢ FreeBSD, 4epes KOTOPbI COTPYAHUKN KOMMNAHUM TEM MU NHLIM CNOCO60M
(NAT, npokcu-cepBep v T.n.) BbIXoAaT B IHTepHeT. [Ing ycTaHOBKM CUCTEMBI HE TpebyeTcs
Kakasi-nnbo nepeHacTporika aToro cepeepa. Camoe rnasHoe - Bbl JONXHbBI TEM UMW NHBIM
CNoCcobOM OrpaHnyYnTbL CNCOK MNOPTOB, KOTOPbIE MOTYT UCNONb30BaTb KANEHThI ICQ, 4TOObI
NPOABMHYTbIE NONMb30BATENN HE CMOT N "0BMaHy Tb" CHUdep.

B kayectBe cHupdepa mbl byaem ncnonbaosatb AimSniff, ons xpaHeHNs nepexBadveHHbINX
coobuweHunii - cepep MySQL (npouecc HacTpoiiku cepeepa MySQL He pacmaTtpuBaeTcs B
LaHHON cTaTbe 3a UCK/oYeHeM co3aaHust 6asbl 4aHHbIX 1 nonb3oBaTtens aimsniff), ons
npocmoTpa ot4yeTos - Web Aim Sniff (WAS) n Web-cepsep Apache (mpouecc HaCTponkm
cepsepa Apache He paccmaTpuBaeTCs B JAHHOW CTaTbe 3a UCK/OYEHNEM NobaBneHNs
BO3MOXXHOCTW 0TOBpaxeHns Heobxoammbix 0T4eTOB). MoYTN BCe NepedncneHHoe
nporpamMmmHoe obecneyeHune byneT ycTaHaBNMBaTbLCA U3 NOPTOB, MNO3TOMY S HACTOATENBHO
pekomeHayto Bam 06HOBUTb X Nepen BbiNONHEHNEM OEACTBUIA, ONUCAHHBIX HUXE (IMYHO 5
ncnonb3osan FreeBSD 7.0 n nocnenHue Ha koHel 2008 rona sepcuun nopToB AN Hee).
CCbINKM Ha UCTOYHMKM UHpopMaLuum 6yoyT NPUBOANTLCS MPUMEHUTENBHO K KOHKPETHBIM
pasnenam ctatbMu.

YcrtaHoBka n Hactponka AimSniff
YctaHoBky AimSniff Heo6xoaMmMo BbINOMHUTL U3 NopToB:cd /usr/ports/security/aimsniff
make install clean

Cpasy nocne 3aBepLieHnst YCTaHOBKU HEO6X0AMMO BbINMONHUTL KoMaHay: aimsniff -d=bge1
--nodb

EctectBeHHO, bge1 HEO6X0AMMO 3aMEHNTb HA MMSI BHYTPEHHEro MHTepdoeica. aHHas
KomMaHgza 3anyckaeT MOHMTOpPUHI nakeTos ICQ, npoxoasiwmx Yepes 3afaHHbIn UHTepdoerc,
oTobpaxeHne coaepXMMoro 0eKoanpoBaHHbIX NakeToB Ha akpaHe 6e3 3anucu B 6asy
naHHbIX. Ecnn nocne BoinonHeHns komanabl BMecTo coobuweHuii "INCOMINMG MESSAGE..." n
"OUTGOING MESSAGE..." Bblnaetcsi coobueHue: "Can't locate GDBM_File.pm in @INC (...)
at /usr/local/bin/aimsniff line 47. BEGIN failed--compilation aborted at /usr/local/bin/aimsniff line
47., cnepyet nepecobpatb Perl ¢ nooaepxkoit GDBM: cd /usr/ports/lang/perl5.8

make deinstall

make WITH_GDBM=yes reinstall
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Mo ymonyaHuto AimSniff "He noHMMaeT" nHTepecyrowme Hac coobweHmns B koanposke UTF-8.
Lna ncnpaeneHns Takoro NoBeneHNs HeobxoAMMO 3arpy3nTb NPONATYEHHYIO BEPCUIO
ckpunta AimSniff n yctaHoBuTb nopT p5-Unicode-Map8 (ecnv oH He Hbln yCTaHOBNEH paHee):
fetch http://www.aimsniff.com/releases/aimSniff.Cyr-005.tar.gz

tar -xf aimSniff.Cyr-005.tar.gz

chmod 555 aimSniff.Cyr-005.pl

mv aimSniff.Cyr-005.pl /usr/local/bin

cd /usr/ports/converters/p5-Unicode-Map8

make install clean

Ina nposepkn paboTocnocobHocTu pyccndmumposaHHoro AimSniff Heo6xo0AMMO BbINONHUTB
komaHay: aimSniff.Cyr-005.pl -d=bge1 --nodb

MNocne Toro, kak NepeuyHas HacTporika byneT 3aseplueHa, HeobxoanMo cospaTb 6asy faHHbIX
aimsniff u nonb3oBatens aimsniff ons paboTtbl ¢ 370 6230 AaHHbIX. 1S 9TOro Hy>XHO
3anyctutb knneHT MySQL komaHooi: mysql -u <umsi nonb3osBaTens-aAMUHUCTpaTopas> -p

BBECTW Naposb 1 BbiNonHMTb Tpy SQL-3anpoca: CREATE DATABASE aimsniff;
GRANT ALL ON aimsniff.* TO aimsniff@localhost IDENTIFIED BY 'aimsniff';
FLUSH PRIVILEGES;

Mocne 3aBeplueHns paboTbl knneHta MySQL Heobxoommo co3patb Tabnuubl 6a3bl AaHHbIX
aimsniff: mysqgl -u <uMs nonb3oBaTeng-agMMHUCTPaTopa> -p aimsniff
< /usr/local/share/doc/aimsniff/table.struct

MNMocne 3aBepLlleHnst NOAroToBky 6a3bl AaHHbIX HEO6X0AUMO co3aaTh halin KoOHGUrypauum
AimSniff. B MmoeM cny4yae oH HasbiBaeTcs aimSniff.cfg, HaxoouTcsa B nanke /usr/local/etc n
nMeeT cnepywouwee cogepxumoe: dev=bge1

filter="tcp and port 3128’

daemon=1

host=localhost

database=aimsniff

user=aimsniff

password=aimsniff

useSyslog=1

B naHHOM gpaine 3agaHbl cnenyowme 3Ha4eHns napameTpos: dev - Mg nHTepdgerica; filter -
unbTp, ONpPenenswnii Kaknue nakeTbl cnegyet "BbinaBnneatbh" (3aBUCUT OT cnocoba
Bbixoga knneHtos ICQ B VIHTepHeT, B MOeM cny4vae ang sbixoga knmeHTtos ICQ B NHTepHeT

ncnonb3yeTcs Npokcu-cepeep, "cnywatrowmin" nopt 3128); daemon - npusHak paboTbl B
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pexume nemMoHa; host / database / user / password - napameTpbl 0ocTyna k 6ase gaHHbIX;
useSyslog - npuaHak ncnonb3oBaHus syslog'a ona aanucu cny>xxebHbiX COOBWEHWIA.

CaMmbIM nocnenHUM atanoM HacTporiku AimSniff sensietca gopaboTka ckpunTta aBTo3anycka,
BbINOJIHAEMOr 0 NpY 3anycke onepaumoHHon cuctembl. Obpasel, Takoro ckpunrta
noctaensetcsa B coctase AimSniff (dpaiin rc.aimsniff B nanke /usr/local/share/doc/aimsniff),
OLHaKO ero Hy>XHO HEMHOro aganTupoBaTb. Bo-nepBbiX, HYXXHO ykasaTb KOPPEKTHbIN
nHTepnpetartop shell B nepsoi ctpoke (B MoeM cnyyae at1o /bin/sh), a BO BTOPbIX 3aMEHUTb
UMS cKpunTa 1 doanna KoHgurypauum B Wwectom ctpoke Ha: /usr/local/bin/aimSniff.Cyr-005.pl
-C=/usr/local/etc/aimSniff.cfg

Mocne aToro Heo6xoAMMO caenatb CKPUNT UCMONHAEMbBIM U CKONUPOBAaTb €ro B nanky
usr/local/etc/rc.d: cd /usr/local/share/doc/aimsniff

chmod 555 rc.aimsniff

cp rc.aimsniff /usr/local/etc/rc.d/aimsniff.sh

Ha atom HacTporika AimSniff 3akaHunBaetcs. lNepesarpysnte cepeep, U Nocne 3anycka
onepaumnoHHON cucTeMbl geMoH AimSniff HayHeT "BbinasnmeaTtb”, LEKOANPOBATbL U
3anncbiBatb nepexasadveHHble coobweHuns ICQ B 6a3y AaHHbIX.

YctaHoska n HacTporika WAS

WAS (Web Aim Sniff) - Web-nHtepderic ans noctyna k 6ase naHHbix AimSniff, HanucaHHbIi
Ha s3blke PHP. K coxaneHuto, noka oH He nobasneH B konnekuuo noptos FreeBSD, B cBA3n
C YeM NPUAETCS CTaBUTb €ro U3 UCX0AHbIX TecToB. [epen Havanom yctaHoBkn WAS
Heobxoaommo [obasuTb B (haiin KoHUrypaumm HeobxoanMMoro BUpTyanbHoro xocta Apache
cnenytowwme ctpoku:Alias /was "/usr/local/www/was/"

<Directory "/usr/local/www/was">

AuthName "This server require authorization!"

AuthUserFile /usr/local/etc/apache/htpasswd

AuthType Basic

Require user <Crnimcok nonb3oBartenemn, KOTOPbIM paspelleH OoCTyn>

Order deny,allow

Deny from all

Allow from ...

Allow from ...

</Directory>

Kak BnaHO 13 goparmeHTa tharina koHcpurypaumm gns yctaHoskn WAS 6bina BoibpaHa nanka
/usr/local/www/was, [oCTyn K KOTOPOW pa3peLeH ToNbKO C onpeaeneHHblx IP-agpecos u
TONbKO NOCNe NpoxoXxaeHmsa npouenypbl Basic-ayTeHTudomkaummn. Bam Hy>XHO noacTasuTtb
peanbHble IP-anpeca B anpektmsbl Allow from n no6aBnTe HEO6X0OMMBIX MONb30BaTENEN B
tpain htpasswd n onpektuy Require user. O TOM, kKak 3T0 caenatb, NOAPOO6HO HanMcaHo B
pasgene Authentication, Authorization, and Access Control odpuumanbHOM OOKyMeHTaunm
Apache. He 3abynbTe nepesanyctutb Web-cepeep nocne BHECEHNS UBMEHEHWIA B €r0
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KOHJoUrypaumio.

Korna Web-cepsep bynet noarotosneH, He06xoAMMO 3arpy3nTb, pacnakoBaTb U
nepemectutb WAS B HYXHYIO nanky, yaanutb BCE NMNIWHEE U caenatb Bnagenbuem annos
WAS nonb3oBaTtens, OT MMeHn koToporo pabotaet Web-cepsep:mkdir /usr/local/www/was
cd /usr/local/www/was

fetch http://aimsniff.com/releases/was-0.1.2b.tar.gz

tar -xf was-0.1.2b.tar.gz

mv was-0.1.2b/* was-0.1.2b/.[a-zA-Z]* .

rm -Rf was-0.1.2b was-0.1.2b.tar.gz

chown -R www:www * .[a-zA-Z]*

Mocne aToro HeobxoauMo cnerka noakoppekTupoatb darinel WAS. Bo-nepsbix, B hainax
.header.php n index.html Heoxoamnmo ncnpasmntb charset=iso-8859-1 Ha charset=koi8-r (310
npuBeaeT K KOPPEKTHOMY BblBOpY KOAUPOBKY Bpay3epoM U, COOTBETCTBEHHO, KOPPEKTHOMY
0TObpaxeHnto pycckux cumonoBs). Bo-BTopblix, B ¢oaine index.php Heo6xoamMmo ucnpasmTb
img src=./typesGraph.php Ha img src=./images/typesGraph.php (310 ncnpasuT owmnbKy,
nonyueHHyto paspabotumkom WAS). B TpeTbux, MHe nokasanocb 6onee yaobHbIM BUAETH B
cnucke coobeHunii He IP-anpeca, a MMeHa KOMMbOTEPOB NokanbHoW ceTu. Ecnu Bbl cornacHbl
CO MHOW, ucnpasbTe B goawnne .global.php <td><B>IP</td> Ha <td><B>Computer</td>, a Takxe
ncnpaebTe B Tene dyHkumm printMessages $rs["ip"] Ha ucwords(gethostbyaddr($rs["ip"])).
Boobuwe, cnenyet 3ameTtuntb, 4to WAS - 04eHb "cbipoit” naket. K coxaneHuio, y MeHs HeT
BPEMeHU Ha ero agantaumio, na n PHP g 3Hato nuwb noBepxHOCTHO, MO3TOMY B HACTOSLWWIA
MOMEHT NPUXOAMTCS NOBONbCTBOBATLCS TEM, YTO €CTb. Bce paboTaeT, x0T 3a 3proHOMKKY £
6bl He nocTasmn 6oNble TPONKMU.

Mocne popaboTtku cparinos WAS Heobxoaumo oTkpbiTh B 6pay3epe URL
http://host.company.com/was/admin.php, ectecTBeHHO, n3MeHMB host.company.com Ha UMS
ncnonb3yemoro Bamu BupTyanbHoro xocta. B 6pay3sep bynet 3arpyxeHa ctpaHuua, Ha
KOTOpOW MOXHO 3aaatb napameTpbl WAS. B nepByto ovepenb He06X0AUMO N3MEHUTb
napameTpbl Database User / Database Password n Haxatb kHonky Submit. OctanbHble
napameTpbl MOTYT ObiTb N3MEHEHbI UM HE U3MEHEHbI, UICXOAS U3 NTMYHbIX NPeanoYTeHnn. Ha
9TOM HacTporka WAS 3akaH4mBaeTcs.

3aknio4yeHune

C y4eTOM NPOCTOThl PACCMOTPEHHOW CUCTEMbI C OAHOM CTOPOHbI 1 OFPOMHOI NOMNY NSAPHOCTbIO
ICQ ¢ opyron Bam ckopee BCero ynacTcs BbiIBUTb HE OAWH U HE ABa 3nNM304a HENpPaBUIbHOMO
NCrnonb3oBaHNs paboyero BpeMeHn, a BO3MOXHO 1 "cnmBa" KOHGMOEHUNANbHOW
NHgopmMaumn. beccrnopHo, cuctema He SABNsSeTCs NaHaueemn, 0gHaKo Aaxe HeCKObKO
BbISIB/IEHHbIX CNly4aeB C IMXBOMW OKYNAT BPEMS, NOTPa4YeHHOe Ha ee HACTPOWKY.
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